A novel multiple tent maps based image encryption scheme with plain-image content dependent permutation-diffusion mechanism is proposed. The permutation is realized by swapping the gray values at different part of the considered image; it is performed with the help of pseudo-random sequence yielded by tent map, which is different from conventional permutation within the whole plain-image, and therefore improves the permutation efficiency. The diffusion is performed over the permuted image by bitxoring operations with pseudo-random gray value sequences generated by two other tent maps. The key streams for the two processes are both related to the image contents, and consequently the proposed image encryption scheme is strongly sensitive to cipher keys as well as plain-images. One round of permutation and one round of diffusion achieve perfect security effect. The security and performance of the proposed scheme have been analyzed thoroughly in details.
Introduction
Chaos-based image encryption schemes have been extensively investigated in the last decades since Fridrich firstly proposed the typical permutation-diffusion mechanism in 1998 [1] . It is well-known that chaotic dynamical systems possess some perfect features, such as high sensitivity to initial conditions and control parameters, ergodicity, pseudo-randomness etc. Furthermore, these good chaotic features are line with the fundamental requirements of cryptography like confusion and diffusion, and consequently chaotic systems provide potential candidates for constructing cryptosystems [2] [3] [4] [5] [6] [7] . Unfortunately, Most of the existing chaos-based image encryption schemes with typical permutation-diffusion architecture have been proved to be weak resisting cryptanalysis due to one fatal drawback, that is, the key steams in both the permutation phase and the diffusion phase are all fixed for different plain-images. The two processes will become independent if the plain-image is a homogeneous one with identical pixel gray value [8] . As a matter of fact, some image encryption algorithms with typical permutation-diffusion architecture have been attacked successfully by chosen-plaintext or known-plaintext attacks [9] [10] [11] . Therefore how to construct image encryption schemes resisting cryptanalysis attracts much attention recently, for example, see [12] [13] [14] .
In this paper, we present a novel image encryption scheme with revised permutation-diffusion mechanism. The image encryption scheme proposed is plain-image content dependent, which can resist cryptanalysis efficiently. The permutation is performed between two separate parts of the plain-image by sorting-based permutation. Sorting-based permutation has been widely applied in the chaos-based image encryption schemes. The conventional sorting-based permutation is implemented within one whole image, while the permutation in this paper is realized between two separate parts of the plain-image. The pseudo-random sequence generated by the chaotic map is just / 2 H W × at length as the plain-image is of width W and height H , while in conventional sorting-based permutation, the key stream needs H W × pseudo-random numbers. As a result, the proposed image encryption scheme can improve the encryption/decryption rate. The permutation stage depends on the plain-image as well, and therefore the permutation process resists chosen-plaintext and know-plaintext attacks effectively. Regarding the diffusion process, we also design image content dependent diffusion bitxoring operations. The pseudo-random gray value sequence is generated by two tent maps instead of one tent map in conventional diffusion functions to improve the security of the proposed scheme. The previous pixel gray value is applied to determine which tent map is used to generate the current pseudo-random numbers. The merit of such a compound pseudo-random sequence is related to the image content, and therefore robustly resists the cryptanalysis. The security and performance analysis of the proposed image encryption are carried out thoroughly, including histogram analysis, correlation coefficient analysis, entropy analysis, differential attack analysis, key space analysis, key sensitivity analysis, etc. All the experimental results show that the proposed image encryption scheme is highly secure and demonstrates excellent performance.
The Proposed Image Encryption Scheme
Skew Tent Map. Skew tent map is defined as Eq. (1) . It is chaotic for all the control parameters (0,1) a ∈ with Lyapunov exponent 2 2 -log -(1-) log (1-) log 2 1 a a a a σ = ≥ > .
In this paper, we use three skew tent maps, one map is for the permutation process, the other two maps are applied in the diffusion process. 
The permutation process is depicted as follows.
Step 1. The sum of all gray values of matrix I is calculated and processed to get one integer number by x is iterated for S times and discard the iterated points so that the generated pseudo-random sequence later on will be related to the plain-image content. For simplicity, we also denote S x as 1 0 x in the sequel. A minor change in the plain-image will cause the change of S . Therefore the corresponding cipher-images of two plain-images with minor difference will be dramatically different. Then proposed image encryption scheme will then resist differential attack analysis.
Step 2 x for L times and get the pseudo-random sequence
Step 3. Sort
in ascendant order and get
. Find the position of values
and mark down the corresponding position indices
Step 4. Exchange the gray values of pixel pairs between 1 P and 2 P according to the yilded permutation S by 1 2 ( ) ( ), 1, 2, , .
Step 5. Integrate the exchanged 1 P and 2 P together to be one permuted vector 1 2 [ , ] B P P = with length H W × . It is used for the diffusion process.
Diffusion Process. We write B as
The diffusion process is outlined as follows.
Step 
Performance Analysis
It is common sense that an ideal cryptosystem requires strong sensitivity to cipher keys as well as plaintexts, i.e., the cipher-texts should have strong correlation with cipher keys and plaintexts [15] . An ideal encryption scheme should have a large key space to make brute-force attack infeasible; it should also effectively resist various kinds of attacks like statistical analysis attack, differential attack, chosen plaintext attack and known plaintext attack, etc. In this section, the security and performance analyses have been carried out with details for the proposed image encryption scheme, including statistical analysis (histograms, Figures 1(c)-(d) . It follows from the histogram of the cipher-image that it is fairly uniform and significantly different from the histogram of plain-image. Hence the proposed image encryption scheme does not provide any useful information for the opponents to perform any effective statistical analysis on the cipher-image.
Correlation Coefficient Analysis. As we know, the adjacent pixels' gray values for one meaningful and nature image vary gradually, implying that each pixel is highly correlated with its adjacent pixels. An ideal image encryption scheme should generate cipher-images with less correlation in the adjacent pixels. We calculate the correlation coefficients for all the pairs of horizontally, vertically and diagonally adjacent pixels in plain and cipher image respectively. The correlation coefficient of the pairs is calculated by the following formulae: Information Entropy Analysis. Information entropy measures the uncertainty of a random variable and therefore is usually used to measure disorder and randomness. Two extremely cases are: a long sequence of repeating characters and a truly random sequence. The former has entropy of 0 since every character is predictable, and the latter has maximum entropy since there is no way to predict the next character in the sequence. As for image, it can be applied to measure the uniformity of image histograms as well. The entropy ( ) H m of a gray image I can be measured by H I = bits. We calculate the information entropy for plain-image Lena and its cipher-image. The results are 7.5683 and 7.9972 respectively. The value of information entropy for the cipher-image is very close to the expected value 8 of truly random image. Therefore the proposed encryption scheme is extremely robust against entropy attacks. Some other plain-images are tested to calculate the information entropies as shown in Table 2 Key Sensitivity Analysis and Key Space Analysis. An ideal cipher should be extremely sensitive to cipher keys, which is an essential feature for any good cryptosystem in the sense that it can effectively make brute-force attacks infeasible if the key space is large enough. The key sensitivity of a cryptosystem can be observed from two aspects. (i) the cipher-images derived from the cryptosystem should be extraordinarily sensitive to cipher keys, i.e., if one uses two slightly different cipher keys to encrypt the same plain-image, then two produced cipher-images should be almost different and possess negligible correlation; (ii) the cipher-images cannot be decrypted correctly with a large percentage (e. g. near 100%) difference from the original plain-images although there is a slight difference between the encryption and decryption keys. In the proposed scheme, the key space is composed of all possible choices of 1 2 3 , , a a a , 
I are the encrypted images respectively, and δ ∆ is the perturbing value which can be used to calculate possible choices for the considered cipher key k . The test results are shown in Table 3 . The experimental results show that all the cipher keys are all strongly sensitive. The key space is therefore calculated by 16 Differential Attack Analysis. Differential cryptanalysis focuses on the study of how differences in a plaintext can affect the resultant differences in the ciphertext with the same cipher key. As for image cryptosystems, attackers may usually modify only one pixel with one bit difference of the plain-image, then compare two cipher-images using the same cipher keys to find out some meaningful relationships between the plain-image and the cipher-image. If some meaningful relationships between plain-image and cipher-image are found in such analysis, they may further facilitate the attackers to determine the cipher keys or equivalent key streams. If one slight difference in the plain-image will cause significant, random and unpredictable changes in the cipher-image, the encryption scheme can resist differential analysis attack efficiently. To test the robustness of image cryptosystems against the differential cryptanalysis, two most common measures NPCR (number of pixel change rate) and UACI (unified average changing intensity) are used.
For a L -bit gray image with size H W × , if C and C represent two cipher-images whose corresponding plain-images are of only one pixel difference, then NPCR and UACI are defined by , , ,
We randomly choose 10 pixels and calculate the valuses of NPCR and UACI. The results are shown in Table 4 . We also randomly choose 200 pixels in plain-image randomly, and changing their intensity value by one unit at the selective pixel. 
Conclusion
An efficient permutation-diffusion based image encryption scheme using multiple tent maps is proposed. Both the permutation process and diffusion process are designed to be dependent on the plain-image contents and therefore the proposed image encryption scheme can resist cryptanalysis effectively. To improve the pemutation speed, one exchange permutation strategy is employed. The permutation is performed between two equal separate parts of the plain-image instead of the whole plain-image in traditional permuation process. Security analysis including key sensitivity analysis, key space analysis, statistical attack analysis, differential attack analysis, information entropy analysis are performed thoroughly. All the experimental results show that the proposed encryption scheme is secure thanks to its large key space, its high sensitivity to the cipher keys and plain-images. All these satisfactory properties make the proposed scheme a potential candidate for encryption of multimedia data such as images, audios and even videos.
